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Transforming Society

The vast networks of electrification are the greatest 
engineering achievement of the 20th century

– U.S. National Academy of Engineering
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Context: US Energy Supply Since 1850
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100 Years of Power Generation Development
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Context: Cities with 10 Million People
• By 2020, more than 30 mega-cities in the now less-developed world. 

By 2050, nearly 60 such cities.

• Increased population creates need for more resources. World's 
electricity supply will need to triple by 2050 to keep up with 
demand, necessitating nearly 10,000 GW of new generating 
capacity.
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to over 
600,000 Cal/Day
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BACKGROUND: ENERGY TRANSITION – SLOW BUT STEADY
INTERFACE OF SMART GRID AND MICROGRIDS
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Electric System Resiliency – Dept. of Homeland Security lists 17 critical 
infrastructures with Energy on the top as others require it

Aging Infrastructure Investment - Electric utility industry will require up to $2 
trillion by 2030, including generation (EEI)

Reliability Investment – DOE estimates outage cost of $125B
• White House estimates weather-related outages cost $18B to $33B annually
Renewables and EV Integration
and Microgrids Investment
Demand Side Management
Natural Gas Interdependency 
FERC 1000 ROFR elimination

iliency – Dept of Homeland Security lists 17 critical

U.S. Industry Trends

Total: $95B
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Context: Many opportunities/challenges:

• Aging assets … ROI …. Reliability … Security … Resilience 
• Confluence of multiple disruptive forces
• Severe weather events
• Physical and cyber attacks
• Dependencies and inter-relationships (say electricity/power, with 

energy, water, telecommunications, environment, markets etc.)
• Market and policy including recovery of investments
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Drivers
Let’s frame the issues. As I see it, here are the top 10 drivers 
for change in the electric power sector, in no particular order:

1. Acceleration of efficiency (energy intensity 
dropping 2%/yr.);

2. Distributed generation and energy resources 
(DG & DERs), including energy storage & 
microgrids;

3. More cities interested in charting their energy 
future;

4. District energy systems;
5. Smart Grid;

Source:  M. Amin, “The Case for the Smart Grid: Funding a new infrastructure in an age of uncertainty.” Public Utilities 
Fortnightly, March 2015, pp. 24-32 and IEEE Smart Grid, January 2014 

http://smartgrid.ieee.org/january-2014/1024-the-ieee-smart-grid-initiative-what-s-ahead-in-2014
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Drivers (cont.)

6. Electrification of transportation;
7. New EPA regulations, such as for greenhouse 
gases under Section 111(d) of Clean Air Act;
8. Demand response (and 3rd-party aggregation of 
same);
9. Combined heat & power (CHP), plus waste heat 
recovery; and
10. The increasingly interstate and even trans-
national nature of utilities (and contractors too, 
which leads to security concerns).

Source:  M. Amin, “The Case for the Smart Grid: Funding a new infrastructure in an age of uncertainty.” Public Utilities 
Fortnightly, March 2015, pp. 24-32 and IEEE Smart Grid, January 2014 

http://smartgrid.ieee.org/january-2014/1024-the-ieee-smart-grid-initiative-what-s-ahead-in-2014
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Key Questions
These drivers in turn lead to some important questions, 
both for the utility, as a business, and for regulators, as 
makers of policy:
1.What business models may develop, and how will they 

successfully serve both upstream electricity market 
actors and 

2.What effects could these new business models have on 
incumbent utilities, and what opportunities may exist for 
other industry sectors to capitalize on these changes?

3.How will regulation need to evolve to create a level 
playing field for both distributed and traditional energy 
resources?
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Key Questions (cont.)

4. What plausible visions do we see for the future of 
the power sector, including changes for incumbent 
utilities, new electricity service providers, regulators, 
policymakers, and consumers?

5. What measures are practical and useful for critical 
infrastructure protection (CIP) and the security of 
cyber physical infrastructure? energy consumers?
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Energy Independence and Security Act

• Passed by U.S. Congress in 2007.

• “It is the policy of the United States to support the 
modernization of the Nation's electricity transmission and 
distribution system … that can meet future demand growth 
and to achieve each of the following, which together 
characterize a Smart Grid:
1. Increased use of digital information and controls technology to 

improve reliability, security, and efficiency of the electric grid.
2. Dynamic optimization of grid operations and resources, with 

full cyber-security…”
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Build a stronger and smarter electrical energy infrastructure

• Break our addiction to oil by transforming transportation

Green the electric power supply

Increase energy efficiency
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Emerging Supply and Demand Patterns
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Map adapted from the U.S. DOE National Electric Transmission Congestion Study
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Map adapted from the U.S. DOE National Electric Transmission Congestion Study
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M. Amin and P. Schewe, “Preventing Blackouts,” Scientific American, May 2007

Smart Self-Healing Grid
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Tsunami of Data Developing
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Paradigm Shift – Data at MN Valley Coop

• Before smart meters
• Monthly read
• 480,000 data points per year

• After smart meters 
• 15-60 minute kWh
• Peak demand 
• Voltage
• Power interruptions
• 480,000,000 data points per year
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Industry Needs to Connect 50 Billion Devices +
An unsolved problem costing billions per year in wasted resources requires 

radically improved wireless performance and lower cost
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Pivotal and Emerging Technologies
1. Energy storage
2. Microgrids
3. Cyber-Physical Security 
4. Advanced Controls with Secure Communications

- Operating Platform – Advanced EMS/DMS 
- Sensors, Monitoring, and Diagnostics 
- Smart Breakers

5. From Smart Cities to Smart Buildings…. And In-home
Technologies 
- Smart homes and Demand Response
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Use Nvidia GeForce GPU card to gain 15 times faster power flow calculation on PC

CRAY Supercomputer

Nvidia GeForce GPU card for PC
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Integrated Microgrid Energy Optimization

System 
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Context
• Microgrids are small power systems of several MW or less

• Primary Characteristics:
• Distributed generation (controllable and uncontrollable)
• Optional storage capacity
• Autonomous load centers
• Can interconnect or operate islanded from larger grid

• Microgrid assemblies are groups of interconnected 
microgrids “near” one another
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Autonomous Microgrids
• Operated and coordinated by intelligent and secure 

automatic controls without significant reliance on human 
intervention

• Maximum independence from other microgrids

• Interconnection policies should produce minimal links 
between microgrids in order to minimize:

• Line losses and infrastructure costs
• Propagation of cascading faults
• Propagation of worms through the information network
• Computations required to stabilize and optimize the microgrid assembly
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Multi-Agent Architecture
• Each microgrid and assembly is composed of numerous intelligent 

agents

• Agents gather and exchange information in real-time or near real-
time to provide coordinated protection and to optimize system 
performance

• Types:
• Generation-G
• Load-L
• Storage-S
• Connection-C
• Transmission-T
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Microgrid, BESS and Transportation Electrification Projects:

Proprietary & Confidential
©2023 EPS Associates, LLC. EPS-Associates

Example: Puerto Rico
•

•

•

•

•
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Ukraine
•

•

•

•

•
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Example: Military - Camp Ripley, MN Microgrid
•

•
•

•
•
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Example: UM-Morris Smart Grid projects

•
•
•

•
•
•
•

•
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Example: University of Minnesota - Morris

Otter Tail 
Power 

Company

BESS

ny

OLD SYSTEM OUR MG SYSTEM

Otter Tail 
Power

Companyny

Pgen = 2 x 1.65 MW Wind Turbines
Pload = 1.5 MW Peak
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Example: Local MG System Communication Overlay
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Objective 2: Minimize Energy Costs

Single Customer Multi-Objective Optimization Model

Objective 2: Minimize Energy Costs

Objective 1: Minimize Outage Costs

Objective 4: Minimize Capital Costs

Objective 3: Minimize Demand Costs
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UM Morris Net Energy Balance
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A District Energy Model
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Example: Smart Grid U™ •

•
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New Challenges for Smart Grids and Microgrids
•

•
•
•
•
•

•
•
•
•

•
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Microgrids: Lessons Learned 
Electrical Engineering Challenges associated with the design and implementation 
of microgrids, including:
• Integration of Distributed Energy Resources (DERs): Microgrids often incorporate a variety 

of distributed energy resources such as solar panels, wind turbines, and energy storage 
systems, which can be challenging to integrate with the existing electrical infrastructure. DERs 
must be properly connected to the microgrid and the broader electrical grid for optimal 
performance and reliability.

• Power Quality and Stability: Microgrids must maintain a stable and high-quality power 
supply to the loads that they serve. Power produced by the DERs must be stable, with low 
voltage and frequency fluctuations, to prevent damage to sensitive electronic equipment.

• Energy Storage System (ESS) Design: Microgrids often rely on energy storage systems (ESS) 
to store excess energy produced by the distributed energy resources (DERs) and release it 
during times of high demand or low supply. The design of the ESS is critical for ensuring the 
reliability and performance of the microgrid. The ESS must be sized appropriately to meet the 
demand, and the battery chemistry, temperature control, and charge/discharge rates must be 
optimized to ensure a long lifespan and efficient operation.
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Lessons Learned 
Electrical Engineering Challenges, cont.:

• Control and Protection Systems: Advanced control and protection systems ensure that 
the microgrid operates safely and effectively. 

• Control system: regulates power flow to avoid overload or imbalance
• Protection system: detects and isolates faults or abnormalities to prevent damage

• Optimization: Sophisticated control and optimization algorithms are needed to 
ensure DERs are used in the most efficient and cost-effective way possible. 

• Requires managing energy inputs and outputs, maintaining stable voltage and 
frequency levels, responding to changes in demand and supply, factoring in 
changing weather conditions, energy prices, and load profiles to determine the 
most efficient use of the DERs and the ESS.
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• Cybersecurity: Microgrids are targets for cyberattacks, which can compromise the 
safety and security of the microgrid and the broader electrical grid. Control and 
protection systems must be resistant to cyber threats.

• Interconnection and Islanding: Microgrids must be designed to safely and reliably 
interconnect with the larger electrical grid when necessary, and to operate in islanded 
mode when disconnected from the grid due to an outage or other event. 

• The engineering challenges associated with interconnection and islanding include 
designing the appropriate switchgear and protective relays, as well as ensuring 
that the microgrid can safely and seamlessly transition between grid-connected 
and islanded modes.

• Grid Interconnection Standards: Microgrids must meet certain grid interconnection 
standards to ensure that they can be safely and reliably connected to the existing 
electrical infrastructure. Standards vary depending on the location and regulations

Lessons Learned 
Engineering Challenges, cont.:
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• Environmental Considerations: Microgrids can have significant environmental impacts, including 
emissions from the DERs, noise pollution from wind turbines, and land-use impacts from the solar 
panels or wind turbines. The engineering challenges associated with environmental considerations 
include minimizing these impacts, as well as ensuring that the microgrid design complies with local 
environmental regulations.

• Maintenance and Monitoring: Microgrids require regular maintenance and monitoring to ensure 
that the components are operating as intended and to detect and resolve any issues before they 
become major problems. The engineering challenges associated with maintenance and monitoring 
include designing a system that can be easily maintained and monitored, as well as implementing 
remote monitoring and diagnostic capabilities to reduce the need for on-site inspections.

• Integration: The microgrid must be carefully designed to meet the power demands of any existing 
data center infrastructure.

Overcoming these challenges requires specialized expertise in power systems 
engineering, control systems, and cybersecurity, among other areas.

Lessons Learned 
Engineering Challenges, cont.:
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Non-Engineering Challenges of Using Microgrids
• Regulatory and Policy Environment: Microgrids can operate in a complex regulatory environment. 

Implementation may require changes to existing policies and regulations. Regulatory framework varies 
depending on the location and type of microgrid, which can create additional challenges for project 
developers and investors.

• Business Model: The economic benefits of a microgrid may be difficult to quantify, and there may be 
challenges associated with financing, revenue streams, and cost recovery. This is particularly for projects 
that involve multiple stakeholders

• Community Engagement & Public Perception : Microgrids often require community engagement and 
support, particularly for projects that involve siting renewable energy sources or storage systems. 
Community engagement may involve public outreach, education, and participation in the decision-
making process. 

• The public perception of microgrids can have a significant impact on their implementation and 
success. Some members of the public may have concerns about the safety, reliability, or 
environmental impact of the microgrid, which can create additional challenges for project developers 
and investors.
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Requires a comprehensive understanding of the regulatory 
and policy environment, business models, community 

engagement, cybersecurity, and public perception. 

Successful microgrid projects often involve collaboration 
among multiple stakeholders, including project developers, 

utilities, regulators, and community members.

Non-Engineering Challenges of Using Microgrids
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Multi-Criteria Optimization: Pareto Optimal 
Cost/CapEX (acquire, upgrade, & maintain assets) vs. Reliability, Efficiency, Security, Sustainability/GHG 
Emissions, Resiliency, and Flexibility… 

•

•

•

•

•

Cost

1           
Reliability 

(or Security)
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Source: EPRI   http://sites.epri.com/refcard/comparison.html
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Smart Grid: Technological Innovations
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Technologies are diverse value creation mechanisms 
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Not Just Utilities … 
Our Role in Minnesota: 2015 MN2050 Survey
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Minnesota 
Asset Management Usage
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An Engine for 
Economic Growth

Globally Interlocked Dynamics: 
Understanding the Full Impacts of Decision Pathways

•To unfold the full potential of social progress requires an integrated understanding of the many dimensions of social 
development, their underpinnings, and the role of science and technology.
•Goal: To target our constrained development resources to maximize benefit and minimize unintended consequences
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2. Transmission Grid

3. “Smart” Self-Healing Grid

4. Electricity Market Grid

5. Ownership/Investor Grid

6. Regulatory Grid
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Demand/ResponseReliable
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Economic
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FACTS
Control

Self-Healing

Investment Signals

Standard Market Design

© 2003 KEE Intl.

Seven Dynamically Interacting GridsSeven Dynamically Interacting GridsSeven Dynamically Interacting Grids
Rev 2.2

7. Economy Grid

Natural Gas Prices

2. Transmission Grid
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4. Electricity Market Grid
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6. Regulatory Grid

1. Customers Grid
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Delivery
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Self-Healing
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Standard Market Design

© 2003 KEE Intl.

Seven Dynamically Interacting GridsSeven Dynamically Interacting GridsSeven Dynamically Interacting GridsSeven Dynamically Interacting Grids
Rev 2.2

7. Economy Grid

Natural Gas Prices

• Steps in STEM-based R&D to 
enable secure, efficient, resilient 
and adaptive infrastructure 

• Markets and Policy framework, 
implementation, and evaluation

• Wind-tunnel testing of designs, 
markets and policy

• Making the business case for 
the opportunity

• Decision Support Dashboard: 
Have a plan …
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Smart Grid Interdependencies
Security, Efficiency, and Resilience
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Critical Infrastructures 
Interdependencies
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Holistic Assessments, Investments, and Execution: 
Strategic Innovation Imperative (https://eps-associates.com/)

Markets
Policies

Law

Technologies
Standards

Regulation/Laws 

Processes

People
Policies
Politics
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Technology drives over 60% of the U.S. GDP.*

* Research findings of Dr. Robert Solow, MIT professor & Nobel Laureate in Economic Sciences

Metrics to measure 
impacts: “You 

Manage only What You 
Measure” 

is a prerequisite to 
“You Manage Even 

Better if You 
Value/Price it” 

and that “Even if you 
can't measure it, you 
still must manage it” 
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The “T” model – Leaders have both a wide range AND depth

Business

Science andScience and
Discovery

Technology …creating a human-built world. 
(vision/values)
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Entrepreneurship:
• College of Science and Engineering Founders2005 

Survey of alumni who have started businesses:
• 15,000 alumni responded
• 3,024 have founded one or more companies
• 2,600 active companies in Minnesota (employing 

175,000 in Minnesota), with annual global revenue of 
$90B ($46B in Minnesota)

• with Faculty also active in start-ups, often with former 
graduate students.
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Context and Background: 
The conference featured four parallel tracks
• Smart Cities -- Smart Home, Hospital, Hotel & Office
• Microgrids, Rural Electrification and Renewables
• Humanitarian Impact of Smart Electricity 
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Bulk Electric System (BES) Reliability 
Oversight Is a Shared Responsibility 

• FERC has regulatory jurisdiction over 
transmission tariffs, wholesale market 
rules and BES reliability standards

• State regulators are engaged and very influential 
but do not have direct authority over the Bulk 
Electric System

• Interstate Commerce per US Supreme Court
• States have authority for siting of transmission 

lines

• NERC develops and enforces FERC 
approved mandatory reliability 
standards

• RTOs and all “users, owners and 
operators of the bulk power system” 
are bound by FERC/NERC standards 
and regulations

FERC
Federal Energy 

Regulatory Commission

NERC
North American Electric 
Reliability Corporation

RTOs
(Regional Transmission 

Organizations)
(PJM, MISO, ISO-NE, etc)

Utilities and Market 
Participants
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SMART GRID POLICY IMPLICATIONS
• Focus on Consumer-Societal Benefits

• Seamless Supply/Demand Interconnect
• Consumer Empowerment
• Reliability Transformation

• Help Utilities Deal with the Inevitable
• Universal Real Time Pricing
• Distributed Generation Microgrids
• Security (IT/OT and physical)
• Climate Resilience
• Retail Service Competition
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Unresolved Issues Cloud Planning for the Future
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Recommendations
• Support holistic, integrated approach in simultaneously 

managing fleet of assets to best achieve optimal cost-effective 
solutions addressing the following: 

• Aging infrastructure, 
• Supply Chain Security, Resiliency, and Interdependencies,
• Grid and Micro-Grid hardening (including weather-related events, 

physical vulnerability, and cyber-physical security) for Smarter Cities,
• System reliability.

• Urgently address managing new Smart Grid assets such as 
advanced metering infrastructure (AMI) and intelligent electronic 
devices, and systemic issues extended to Smarter Cities 
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Discussion, Options,  and the Road Ahead:
• What are the sustainability, security, 

resilience, power & energy innovation, 
investment, and policy opportunities?
• What is your vision for the future– what will it 

look like or how will it perform in 2024-2030? 
• Pinch points: What are the difficult challenges to 

overcome to achieve your vision?
• Pathways: What enabling technologies, policies, 

and investments are needed to address these?
• Foresight: What critical issues should we consider 

in beginning plans for 2024 and beyond? 
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Observations and the Road Ahead:
• What are the key energy, environmental and 

economic issues facing our cities, our nations, and 
the world?

• “What are the range of new services enabled by 
smart grids and Microgrids?” 

• Smart grids (enabling Smart Cities, Smart Homes 
and Buildings) included in all energy legislation

• Smart grid’s potential as an “enabler in state and 
federal regulatory policies” to drive economic growth
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friction, confusion and 
underperformance
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Thank you

Feel free to contact me
Massoud@EPS-associates.com

Cell: 415-767-6001
Web: https://eps-associates.com/
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Appendix
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Summary of Recent Federal Infrastructure Funding
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Infrastructure Investment and Jobs Act (IIJA) – Overview

Building a Better 
America - The White House) offer:
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Infrastructure Investment and Jobs Act (IIJA) – Overview
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Key Provisions for the Electric Grid Sector

•

•
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Where Are We Today?

•
•
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IIJA and IRA Programs: Example: Cyber Security, Physical 
Security, and Resilience - A $750 Billion Opportunity
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Example: Cybersecurity, Physical Security, and 
Resilience

•
•
•
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